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Cybersecurity Daily News Analysis (C-DNA)

Here's a curated table of notable cybersecurity incidents from around the world in 2025:

Date ||Region/Country|/Incident Description Source
Enacted the Active Cyberdefence Law to bolster cyber
May security capabilities amidst a surge in cyber attacks, _ o
Japan . o ] o Financial Times
2025 allowing monitoring of foreign IP communications and
mandatory breach reporting for critical infrastructure.
Marks & Spencer faced a significant cyberattack
May i ) disrupting online operations; personal data was )
United Kingdom i ) o The Times
2025 compromised, leading to potential insurance payouts
up to £100 million.
Over 20 school districts in Long Island experienced
May i cyberattacks, compromising personal data of more
United States o o New York Post
2025 than 10,000 students; phishing and malicious ads
were primary attack vectors.
Emergence of HTTPBot botnet launching over 200
May . . . The Hacker
Global precision DDoS attacks targeting gaming and tech
2025 . o News
sectors, as well as educational institutions.
May United States  ||Alabama state government investigated an The Register
2025 unspecified cybersecurity event affecting some state



https://www.ft.com/content/039103cc-5b38-4d10-97ba-c74cfff86793
https://www.thetimes.co.uk/article/m-and-s-in-line-for-insurance-payout-of-up-to-100m-after-cyberattack-6lbcvt5b2
https://nypost.com/2025/05/12/us-news/long-island-school-districts-breached-by-cyber-crooks-records/
https://thehackernews.com/
https://thehackernews.com/
https://www.theregister.com/2025/05/19/infosec_roundup/

Date ||Region/Country|/Incident Description Source
systems; officials stated no personal data was
compromised.
Study revealed India's BFSI sector is inadequately
May ) prepared for quantum computing threats, with a low ||_. _
India . ] Times of India
2025 average readiness score in post-quantum
cryptography among CISOs and CTOs.
Rise in Al-powered cyberattacks anticipated within a
May year, with concerns about the difficulty in tracing such .
Global ) o Axios
2025 attacks and the potential for cybercriminals to
leverage Al tools without detection.
Unsupported or "zombie" smart devices, like outdated
May thermostats and TVs, pose cybersecurity risks as they .
Global B . The Times
2025 can be hijacked for malicious purposes once -
manufacturers stop providing security updates.
FBI warned of cyber campaigns leveraging deepfake
May text and Al-generated voice messages to impersonate
Global ] o o ) Cyware
2025 senior U.S. officials, highlighting the growing
sophistication of social engineering attacks.
New macOS malware dubbed FrigidStealer spreading
May through fake Safari updates, stealing passwords,
Global ) Cyware
2025 crypto wallets, and notes using DNS-based data theft
methods.
China-linked hacking group Earth Ammit launched
May multi-wave attacks in Taiwan and South Korea to _
Global ) o . SecurityWeek
2025 disrupt the drone sector, highlighting supply chain
vulnerabilities.
Majority of U.S. enterprises breached in the past two World
or
May years despite significant cybersecurity spending, )
Global S ] ] Economic
2025 indicating a lag between threat evolution and testing c
orum

practices.



https://timesofindia.indiatimes.com/city/hyderabad/bfsi-not-ready-to-tackle-quantum-computing-threats-says-study/articleshow/121170313.cms
https://www.axios.com/2025/05/13/mandiant-founder-artificial-intellience-cyberattack
https://www.thetimes.co.uk/article/smart-devices-pose-cyber-security-risk-kl0zhzlff
https://social.cyware.com/cyber-dcr/daily-cybersecurity-roundup-may-16-2025-f481
https://social.cyware.com/cyber-dcr/daily-cybersecurity-roundup-may-16-2025-f481
https://www.securityweek.com/
https://www.weforum.org/stories/2025/05/majority-of-us-enterprises-breached-cybersecurity-news/
https://www.weforum.org/stories/2025/05/majority-of-us-enterprises-breached-cybersecurity-news/
https://www.weforum.org/stories/2025/05/majority-of-us-enterprises-breached-cybersecurity-news/

Date ||Region/Country|/Incident Description Source
Researchers uncovered two major cybersecurity
May threats targeting IT admins and cloud systems,
Global ] ] o ] o RedSeal
2025 including SEO poisoning leading to malware disguised ||~
as legitimate tools.
Zero-day exploits on the rise, with researchers
May revealing an actively exploited zero-day in Pulse _
Global ) ) ) Hipther
2025 Secure VPN appliances allowing unauthenticated
remote code execution.
South African Airways confirmed a cyberattack
May disrupting its website, mobile app, and internal
Global ) Cyware
2025 systems; ransomware group INC claimed
responsibility.
Cybersecurity Summit 2025 highlighted the increasing
May Global cost of cyberattacks, with German companies Hamburg
2025 incurring EUR 267 billion in damages from sabotage, |[Business
espionage, and data theft in 2024.
M Integrity360 accelerated global expansion by acquiring
a
202y5 Global Grove Group, a cybersecurity firm headquartered in  |[Integrity360
Cape Town, South Africa.
ClearVector, an identity-driven security company,
May secured $13 million in a Series A funding round led by
Global ) Cyware
2025 Scale Venture Partners, with support from Okta
Ventures and others.
Ekinops announced its acquisition of Olfeo, a French
May . . .
5025 Global cybersecurity software provider for enterprises, Cyware
expanding its cybersecurity portfolio.
FBI warned against a cyber campaign using deepfake
May text and Al-generated voice messages to impersonate
Global ] o ) Cyware
2025 senior U.S. officials, targeting former federal and state

officials.



https://www.redseal.net/cyber-news-roundup-for-may-16-2025/
https://hipther.com/latest-news/2025/05/13/92283/cybersecurity-roundup-partnerships-funding-and-emerging-threats-may-13-2025/
https://social.cyware.com/cyber-security-news-articles
https://hamburg-business.com/en/news/cybersecurity-hackers-not-black-swans
https://hamburg-business.com/en/news/cybersecurity-hackers-not-black-swans
https://www.integrity360.com/en-us/resources/threat-intel-roundup/threat-intel-roundup-16-5-25-0-0
https://social.cyware.com/cyber-dcr/daily-cybersecurity-roundup-may-15-2025-7325
https://social.cyware.com/cyber-dcr/daily-cybersecurity-roundup-may-15-2025-7325
https://social.cyware.com/cyber-dcr/daily-cybersecurity-roundup-may-16-2025-f481

Please note that this table includes a selection of significant cybersecurity events from May
2025. For a more comprehensive list or specific details on any of these incidents, click on the
source link.



